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Scope Of Work 
 

Maternal Child Health  
 

Contract Period:  October 1, 2007 through September 30, 2010 
 

 
1.0 Purpose: 

To support a leadership role for local public health agencies within coalitions and 
partnerships at the local level to build Maternal Child Health (MCH) systems and 
expand the resources those systems can use to respond to priority MCH health 
needs.  
 

2.0 Eligibility:  
2.1 Any Missouri local public health agency (hereinafter referred to as 

Contractor) is eligible to participate in the MCH Contract after completion 
and approval of a three-year proposal.  The proposal must be approved by 
the Department of Health & Senior Services (hereinafter referred to as the 
Department or State Agency).  

  
2.1.1 The proposal must be completed in accordance with Appendix One 

of the Scope of Work that is incorporated herein.  No proposal may 
cover an area smaller than a county in size with the exception of 
Joplin, Independence, Springfield, Kansas City and St. Louis City. 

 
2.1.2 The initial proposal must be submitted electronically to the 

assigned MCH District Nurse Consultant.  The proposal should 
show progressive growth towards an improved coordinated system 
and be based on interventions that are evidence-based, field-tested 
or validated by expert opinion. The MCH District Nurse 
Consultant will review and provide technical assistance on the 
content of the proposal. 

 
2.1.3 The Department reserves the right to clarify or verify any 

component of the proposal.   
 

2.1.4 The Contractor must submit their approved three-year proposal to 
the Department/Center for Local Public Health Services/MCH 
Program and contracts will be awarded accordingly.  

 
3.0 Deliverables: 

3.1 The Contractor shall execute their approved three-year proposal 
(Appendix One) addressing one of the following State Maternal Child 
Health Block Grant (Title V) priorities: 

 
3.1.1 Reduce obesity among children, adolescents and women 
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3.1.2 Prevent and reduce smoking among adolescents and women 
 
3.1.3 Reduce intentional and unintentional injuries among infants, 

children, and adolescents in Missouri 
 

3.2 The Contractor shall work with the local community to maintain, develop 
and enhance a system to address the MCH issue specified in the approved 
proposal.  

 
3.3 The Contractor shall demonstrate progressive growth toward annual 

outcomes specified in the approved proposal. 
 

3.4 The Contractor shall submit Focused 10 Essential Services Capacity 
Assessment Tool /SWON annually. 

 
3.5 The Contractor shall meet annual outcomes specified in the approved 

proposal. 
 

3.6 The Contractor shall attend one MCH professional development offering 
sponsored by the MCH Program annually. 

 
4.0 Reports: 

4.1   The Contractor shall submit reports using the forms and/or formats 
specified by the Department. Reports shall be submitted electronically to 
the MCH Program and MCH district nurse. 

4.1.1  The Contractor shall report twice yearly on the following:   

4.1.1.1 Progress toward each milestone in the MCH proposal 
(Report form in Appendix Three)  

4.1.1.2  Match funding from any non-federal sources that can be 
clearly linked to MCH populations (Report form in 
Appendix Three) 

4.1.1.3   The Department shall receive the Milestone report no 
later than January 31 and July 31 of each year during 
the contract period. 

4.1.2  The Contractor shall report annually on the following:  

4.1.2.1 Progress toward the outcome set forth in the MCH 
proposal, compliance with the contract. (Report form in 
Appendix Four) 

4.1.2.2   Match Funding from any non-federal sources that can 
be clearly linked to MCH populations. (Report form in 
Appendix Four) 

4.1.2.3  Updated focused 10 essential services capacity 
assessment tool/SWON (Appendix Two). 
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4.1.2.4 The Department shall receive the year-end report no 
later than October 31 of each year during the contract 
period. 

 
5.0 Monitoring and Evaluation: 

5.1 The Department reserves the right to monitor the contract through on-site 
visits during the contract period at a minimum of once a year to ensure 
contractual compliance. The focus of the on-site visit is consultation and 
technical assistance to assist the Contractor in acquiring the resources and 
expertise necessary to address the MCH priority.   

 
5.1.1  The on-site visit will include:  

 
5.1.1.1 Monitoring the Contractor’s compliance with terms of 

the contract. 
5.1.1.2 Verifying the Contractor’s progress towards achieving 

the contract outcomes. 
5.1.1.3  Assessing local capacity to support the MCH Ten 

Essential Services. 
 

5.2  The Contractor will be evaluated on the extent to which they successfully 
achieved their milestones and proposed outcome within deadlines 
designated in their proposals.   

 
5.3  The Department reserves the right to request an audit performed in 

accordance with generally accepted auditing standards at the expense of 
the Contractor at any time contract monitoring reveals such an audit is 
warranted.   
 

6.0 Invoicing and Payment: 
6.1  The contractor shall submit to the Department uniquely identifiable 

invoices for payment processing using the Vendor Request For Payment, 
DH-38 (Appendix Six) by the 15th of the month following the month in 
which services were provided.  The contractor shall indicate the invoice 
number for each invoice submitted to the Department for payment in the 
following format:  MCHmmyy.  For example, an invoice submitted to the 
Department for the month of October 2007, would have the following 
invoice number: MCH10-07 

 
6.2   The Department will pay the contractor the total contract amount for the 

applicable contract year in equal monthly installments upon receipt and 
approval of monthly invoices.  Failure by the contractor to make a 
satisfactory effort to meet any contract deliverable may result in 
withholding one or more contract payments or placing a moratorium on 
such a contract until the contractor takes corrective action or funds for the 
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contract in dispute are shifted to another LPHA contractor that is meeting 
their contract deliverables. 

 
6.3 The Department may return all or part of any payments withheld upon 

receipt of an approved plan of action that outlines steps for meeting 
contract expectations, and based upon plan feasibility and/or effectiveness 
in implementation.  The contractor shall submit such plan within 30 days 
of notification that a contract deliverable(s) is not met.   

 
7.0       Special Provisions: 

7.1 The Contractor may request to amend the Proposed System, milestones or 
outcomes by submitting, on their agency letterhead, the reason for the 
requested change(s) and the revised plan to the District Nurse Consultant.  
The selected MCH priority need will remain unchanged during the 
duration of this contract.  The Contractor shall submit amendment requests 
by April 30 of each year.  Requested amendments may be approved, 
modified or rejected by the Department. 

 
7.2  The Contractor agrees that funds provided by the Department may not be 

used in any manner to replace or supplant state or federal funds for any 
service included in this contract. No contract provisions preclude the 
Contractor from being a Medicaid provider.  Contractors shall not use 
contract funding for services reimbursed under Medicaid. For payments 
under this contract, the Department shall be viewed as the payer of last 
resort. 

 
7.3  Funding under this contract shall be used to expand or enhance activities 

that improve the health of mothers and children and address local MCH 
issues.  

 
7.4  Funding under this three-year contract is for one year with two subsequent 

years based on availability of funds. 
 
7.5 Funding under this contract must be expended during the applicable 

contract year.   
 
7.6  Funding under this contract may not be used for cash payments to 

intended recipients of MCH health services or for purchase of land, 
buildings or major medical equipment. 

 
7.7  A minimum of 30% of the Contractor’s efforts should be directed toward 

children with special health care needs pursuant to Title V MCH Block 
Grant requirements.  Efforts directed toward children with special health 
care needs must be identified in the proposal with an asterisk by the 
related activities. 
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7.8 Funding under this contract shall not be expended for the purpose of 
performing, assisting, or encouraging abortion, and none of these funds 
shall be expended to directly, or indirectly, subsidize abortion services. 

 
7.9 Funding under this contract shall not be expended for the purpose of 

providing comprehensive family planning services. 
 
7.10 Individuals with income falling below one hundred percent (100%) of the 

federal poverty guidelines shall not be charged for services under this 
contract. Poverty Guidelines are published annually by the U. S. 
Department of Health and Human Services 

 
7.11  The Department reserves the right to unilaterally approve changes on any 

Department-supplied contract reporting forms and formats. 
 
7.12  The Contractor may subcontract for the provision of services as described 

in this contract, provided that any subcontract include appropriate 
provisions and contractual obligations to ensure the successful fulfillment 
of all contractual obligations agreed to by the Contractor and the 
Department, including the civil rights requirements set forth in 19 CSR 
10-2.010(5)(A)-(L), and provided that the Department approves the 
subcontracting arrangement prior to finalization. The Contractor shall 
ensure that the Department is indemnified, saved and held harmless from 
and against any and all claims of damage, loss, and cost (including 
attorneys fees) of any kind related to a subcontract in those matters 
described herein. 

 
7.12.1 The Contractor shall expressly understand and agree that the 

responsibility for all legal and financial obligations related to the 
execution of a subcontract rests solely with the Contractor; and the 
Contractor shall assure and maintain documentation that any and 
all subcontractors comply with all requirements of this contract. 
The Contractor shall agree and understand that utilization of a 
subcontractor to provide any of the equipment or services in this 
contract shall in no way relieve the Contractor of the responsibility 
for providing the equipment or services as described and set forth 
herein. 

 
7.12.2 The Contractor shall be responsible for assuring that all personnel 

including those of any subcontractor(s), are appropriately licensed 
or certified, as required by state, federal or local law, statute or 
regulation, respective to the services to be provided through this 
contract; and documentation of such licensure or certification shall 
be made available upon request. 

 
7.12.3 The Contractor shall notify all subcontractor(s) of applicable 

Office of Management and Budget (OMB) administrative 
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8.4.5 The state agency shall not request the contractor to use or disclose 
Protected Health Information in any manner that would not be 
permissible under HIPAA and the regulations promulgated 
thereunder. 

 
8.5 Expiration/Termination/Cancellation - Except as provided in the 

subparagraph below, upon the expiration, termination, or cancellation of 
the contract for any reason, the contractor shall, at the discretion of the 
state agency, either return to the state agency or destroy all Protected 
Health Information received by the contractor from the state agency, or 
created or received by the contractor on behalf of the state agency, and 
shall not retain any copies of such Protected Health Information.  This 
provision shall also apply to Protected Health Information that is in the 
possession of subcontractors or agents of the contractor. 

 
8.6 In the event the state agency determines that returning or destroying the 

Protected Health Information is not feasible, the contractor shall extend 
the protections of the contract to the Protected Health Information for as 
long as the contractor maintains the Protected Health Information and 
shall limit the use and disclosure of the Protected Health Information to 
those purposes that made return or destruction of the information 
infeasible.  If at any time it becomes feasible to return or destroy any such 
Protected Health Information maintained pursuant to this paragraph, the 
contractor must notify the state agency and obtain instructions from the 
state agency for either the return or destruction of the Protected Health 
Information. 

 
8.7 Breach of Contract - In the event the contractor is in breach of contract 

with regard to the business associate provisions included herein, the 
contractor agrees and understands that in addition to the requirements of 
the contract related to cancellation of contract, if the state agency 
determines that cancellation of the contract is not feasible, the State of 
Missouri may elect not to cancel the contract, but the state agency shall 
report the contractual breach to the Secretary of the Department of Health 
and Human Services. 
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Appendix One 

Guidelines/Instructions For Preparing MCH Proposal 
General Information and Instructions: 

The proposal will include the following elements: 

• Focused assessment of existing system / SWON: The focused SWON assessment will 
identify the existing local MCH system resources and community assets, weaknesses and 
needs within the system, and opportunities for system development related to the selected 
priority need.    

• Statement of the problem and target population: The statement of the problem will 
include a focused local assessment of the priority need with emphasis on at-risk 
population groups and root causes, this section will also identify the target population that 
will be impacted by the three-year plan. 

• Proposed system plan of work: The proposed system should reflect growth and 
development in the weaknesses, needs, and opportunities identified in the SWON 
analysis. The proposed system must include actions for progressive growth towards an 
improved service coordinated system. 

• Milestones: Milestones will be set out within the proposal for each reporting period and 
will show the expected incremental changes taking place that build the local MCH 
system. A timeline for achieving each milestone will be part of the proposal. 

• Annual Outcomes: Annual outcomes that build the local MCH system will be set out 
within the proposal (one for each of the three years). The annual outcome is the strongest 
measure to indicate if the actions in the plan of work have been effective. The annual 
outcome must be defined in measurable terms.  The focus is on progress towards system 
development (program, practices and policies).   

 
In this contract 30% of the Contractor’s efforts must be directed toward children with 
special health care needs.   Efforts directed toward children with special health care needs 
must be identified in the proposed system plan with an asterisk.   
 
The narrative proposal must be page numbered consecutively beginning with the cover 
page and prepared using a font size of twelve (12). 
 
Step Number One-  
Submit draft proposal via e-mail to MCH District Nurse Consultant for approval by June 11, 
2007. 
 
Step Number Two- 
Submit final proposal via e-mail to MCH District Nurse Consultant by July 27, 2007.   

• If submitting a multi-county proposal, Letters of Agreement between counties shall be 
mailed separately to the MCH District Nurse Consultant. 

• District Nurse Consultant will forward the proposal to the Department. 
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Appendix One 
Content and Format Guidelines  
 
Section One: Cover Page - Agency Information 

• Name of the agency or agencies involved. 
• Contact person and the telephone number. 
• Name of area(s) to be served. 
• Name of the administrator and date (original signature not required). 

 
Section Two: Proposal  
 
Focused 10 Essential Services Capacity Assessment Tool /SWON

Using the provided SWON assessment form (Appendix 2) the contractor will in collaboration 
with community partners, complete a focused SWON assessment on the capacity of the 
community to address the chosen priority area.  An electronic copy of this focused inventory will 
be submitted with the proposal and serve as the existing MCH system as it relates to the 
community and the selected priority area. 

A. Statement of the Problem   

• Identify the selected statewide priority area that will be addressed.  
• Briefly describe the problem in contractor’s jurisdiction.  Provide DHSS and 

other statistical data to illustrate the scope of the priority area and include 
anecdotal or descriptive elements that give a sense of the story behind the data.  
Discuss potential root causes and/or other community elements that may 
contribute to the problem.   

• Describe the population/s that will be impacted as a result of the system building 
and community interventions contractor plans to accomplish.  The description 
should include information about the size of this target population/s in relation to 
the community and the unique characteristics of the populations (i.e. 
income/employment status, geographic location, gender, age, education 
attainment and race/ethnicity etc).   

This section should be at least two paragraphs and no longer than one page in length.  

B.  Proposed System:  Write a three-year plan that addresses the six MCH service 
coordination system components (see below). 

• Use the data for contractor’s local area, the target population identified, the 
current system capacity, and the way the community system currently works to 
decide what needs to be done over the next three years to make the system 
stronger. 

• Use the corresponding page from the SWON assessment to determine what 
actions need to happen in order to maintain, develop, strengthen and/or enhance 
the local system to improve health in contractor’s jurisdiction.   

•  The proposed system plan will describe what the LPHA and the community plan 
to do to improve the MCH system. For each numbered item, state one or two 
actions that should result in progressive growth in the system.   
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Appendix One 
This section should be simple, direct, and straightforward.  It should be no more than three 
pages in length. 

 
Identification   

1. The plan to identify and/or respond to the attitudes, beliefs and practices related to the 
priority issue within the community.  

2. The plans to address system elements (organizations, policy, laws and power structures) 
that impact the ability to respond and/or to discover and use new ways to respond to the 
priority issue.   

Refer to SWON essential services #2, 5 and 10  
 Assessment

1. The plans to improve understanding of the priority issue within our community and/or 
lead the community in planning, influencing and setting health policy related to the 
priority issue. 

2. The plan to address the system elements that enhance the ability/capacity to know the 
extent of the priority issue and/or how data will be tracked over time to discern 
changes.  

Refer to SWON essential services #1 and 5 
Referral  

1. The plan to address the norms and behaviors within the community related to linking 
the MCH population to services and/or engaging people and organizations in the 
community to address the priority issue.   

2. The plan to address the system elements related to coordination and collaboration 
between partners to make sure people have access to the services/programs they need 
related to the priority issue.  

Refer to SWON essential services #4, 5 and 7   
Assurance   

1. The plans to make sure the attitudes and practices related to the priority issue within 
the community and/or among partners are fair, current, technically competent, and 
effective.   

2. The plan to develop and/or strengthen the system elements that promote sound health 
policies and a competent public health and medical workforce.  

Refer to SWON essential services #6 and 8 
Education 

1. The plan to build knowledge, shape attitudes and develop skills to improve healthy 
decision making related to the priority issue within the community and/or lead the 
community in planning for enhanced health education and promotion activities.  

2. The plan to develop/strengthen the system elements that set and implement policies 
and procedures that promote health education programs and health promotion.   

Refer to SWON essential services #3 and 5 
 

 Evaluation 
1. The plan to lead the community in developing or building on evaluation practices to 

maintain and enhance quality improvement efforts and encourage identification of 
new of solutions/programs related to the priority issue. 
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Appendix One 
2. The plan to address the system elements that maintain or enhance all aspects of 

program evaluation and/or support innovation and best practices. 

       Refer to SWON essential services #5, 9 and 10  

C.   Milestones

Milestones for system development must be defined for each reporting period.   While 
the actions in the proposed system plan of work are being implemented, critical steps are 
documented as milestones that help communicate if the systems development is taking place.   

Milestones must be stated with measurable and definable terms for each milestone 
reporting period.  Contractor will write at least two milestones for each year of the 
contract:  January and July of 2008, 2009 and 2010.   

D. Annual Outcomes  

The annual outcome is the strongest indication if the actions in the plan of work have been 
effective.  What outcome does contractor expect to see given the target population to be 
impacted and the system development actions within the community?  By what date does 
contractor expect the change?  How will the results be documented to verify the results 
achieved?   

The annual outcome must be defined in measurable and definable terms, and must be 
completed within the annual cycle of the contract.   

Example:  By  (Date: Month, day and 2008, 2009, and 2010), X Y Z will (give the 
result of the system development actions within the community) as verified by (tell 
how the data will be permanently documented).   

Contractor will write three annual outcomes, one for each year of the contract.   

 
E. Contract Deliverable Schedule 
 
MCH proposal guidelines and scope of work posted on DHSS website              March 30, 2007  
 
Initial proposals submitted electronically to District Nurse Consultant     June 11, 2007 
 
Final Proposal submitted electronically to District Nurse Consultant    July 27, 2007 
 
2008 – 2010 MCH Contract(s) begin                 October 1, 2007 
 
Invoices submitted to MCH program           15th of each month 
                                                                                                                                 (Oct. – Sept.)  
 
Milestone and Match funding reports                                                         January 31 and July 31 of each year 
 
Annual Report and updated SWON                                               October 31 of each year 
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	5.0 Monitoring and Evaluation: 
	8.1 Health Insurance Portability and Accountability Act of 1996 (HIPAA) - The state agency is subject to and must comply with provisions of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and all regulations promulgated pursuant to authority granted therein.  The contractor constitutes a “Business Associate” of the state agency as such term is defined in the Code of Federal Regulations (CFR) at 45 CFR 160.103.  Therefore, the term, “contractor” as used in this section shall mean “Business Associate.” 
	 8.1.1 The contractor shall agree and understand that for purposes of the Business Associate Provisions contained herein, terms used but not otherwise defined shall have the same meaning as those terms defined in 45 CFR parts 160 and 164, including, but not limited to the following: 
	  a. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E. 
	  b. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 45 CFR part 164, subpart C. 
	  c. “Enforcement Rule” shall mean the HIPAA Administrative Simplification: Enforcement; Final Rule at 45 CFR parts 160 and 164. 
	  d. “Individual” shall have the same meaning as the term “individual” in 45 CFR 160.103 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502 (g). 
	  e. “Protected Health Information” as defined in 45 CFR 160.103, shall mean individually identifiable health information: 
	- (1) Except as provided in paragraph (2) of this definition, that is: (i) Transmitted by electronic media; or (ii) Maintained in electronic media; or (iii) Transmitted or maintained in any other form or medium. 
	- (2) Protected Health Information excludes individually identifiable health information in (i) Education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g; (ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and (iii) Employment records held by a covered entity [state agency] in its role as employer. 
	  f. “Electronic Protected Health Information” shall mean information that comes within paragraphs (1)(i) or (1)(ii) of the definition of Protected Health Information as specified above. 
	  g. Access, administrative safeguards, confidentiality, covered entity, data aggregation, designated record set, disclosure, hybrid entity, information system, physical safeguards, required by law, technical safeguards, use and workforce shall have the same meanings as defined in 45 CFR 160.103, 164.103, 164.304, and 164.501 and HIPAA. 

	 8.1.2 The contractor agrees and understands that wherever in this document the term Protected Health Information is used, it shall also be deemed to include Electronic Protected Health Information. 
	 8.1.3 The contractor must appropriately safeguard Protected Health Information, which the contractor receives from or creates or receives on behalf of the state agency.  To provide reasonable assurance of appropriate safeguards, the contractor shall comply with the business associate provisions stated herein. 
	 8.1.4 The state agency and the contractor agree to amend the contract as is necessary for the parties to comply with the requirements of HIPAA and the Privacy Rule, Security Rule, and Enforcement Rule (hereinafter referenced as the regulations promulgated thereunder).  

	8.2 Permitted uses and disclosures of Protected Health Information: 
	8.2.1 The contractor may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, the state agency as specified in the contract, provided that such use or disclosure would not violate HIPAA and the regulations promulgated thereunder.  
	8.2.2 The contractor may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(1) and shall notify the state agency by no later than ten (10) calendar days after the contractor becomes aware of the disclosure of the Protected Health Information. 
	8.2.3 If required to properly perform the contract and subject to the terms of the contract, the contractor may use or disclose Protected Health Information if necessary for the proper management and administration of the contractor’s business. 
	8.2.4 The disclosure is required by law, the contractor may disclose Protected Health Information to carry out the legal responsibilities of the contractor. 
	8.2.5 The contractor may use Protected Health Information to provide data aggregation services to the state agency as permitted by 45 CFR 164.504(e)(2)(i)(B). 

	8.3 Obligations of the contractor: 
	8.3.1 The contractor shall not use or disclose Protected Health Information other than as permitted or required by the contract or as otherwise required by law.  
	8.3.2 The contractor shall use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by the contract.  Such safeguards may include, but shall not be limited to: 
	   
	  a. Workforce training on the appropriate uses and disclosures of Protected Health Information pursuant to the terms of the contract. 
	  b. Policies and procedures implemented by the contractor to prevent inappropriate uses and disclosures of Protected Health Information by its workforce. 
	  c. Any other safeguards necessary to prevent the inappropriate use or disclosure of Protected Health Information. 

	8.3.3 With respect to Electronic Protected Health Information, the contractor shall implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of the Electronic Protected Health Information that contractor creates, receives, maintains or transmits on behalf of the state agency. 
	8.3.4 The contractor shall require that any agent or subcontractor to whom the contractor provides any Protected Health Information received from, created by, or received by the contractor pursuant to the contract, also agrees to the same restrictions and conditions stated herein that apply to the contractor with respect to such information. 
	8.3.5 By no later than ten (10) calendar days of receipt of a written request from the state agency, or as otherwise required by state or federal law or regulation, or by another time as may be agreed upon in writing by the state agency, the contractor shall make the contractor’s internal practices, books, and records, including policies and procedures and Protected Health Information relating to the use and disclosure of Protected Health Information received from, created by, or received by the contractor on behalf of the state agency available to the state agency and/or to the Secretary of the Department of Health and Human Services or designee for purposes of determining compliance with HIPAA and the regulations promulgated thereunder. 
	8.3.6 The contractor shall document any disclosures and information related to such disclosures of Protected Health Information as would be required for the state agency to respond to a request by an individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.  By no later than five (5) calendar days of receipt of a written request from the state agency, or as otherwise required by state or federal law or regulation, or by another time as may be agreed upon in writing by the state agency, the contractor shall provide an accounting of disclosures of Protected Health Information regarding an individual to the state agency. 
	 
	8.3.7 In order to meet the requirements under 45 CFR 164.524 regarding an individual’s right of access, the contractor shall, within five (5) calendar days following a state agency request, or as otherwise required by state or federal law or regulation, or by another time as may be agreed upon in writing by the state agency, provide the state agency access to the Protected Health Information in an individual’s designated record set.  However, if requested by the state agency, the contractor shall provide access to the Protected Health Information in a designated record set directly to the individual for whom such information relates 
	8.3.8 At the direction of the state agency, the contractor shall promptly make any amendment(s) to Protected Health Information in a designated record set pursuant to 45 CFR 164.526. 
	8.3.9 The contractor shall report to the state agency’s Security Officer any security incident immediately upon becoming aware of such incident and shall take immediate action to stop the continuation of any such incident.  For purposes of this paragraph, security incident shall mean the attempted or successful unauthorized access, use, modification or destruction of information or interference with systems operations in an information system.  This does not include trivial incidents that occur on a daily basis, such as scans, “pings,” or unsuccessful attempts that do not penetrate computer networks or servers or result in interference with system operations. By no later than five (5) days after the contractor becomes aware of such incident, the contractor shall provide the state agency’s Security Officer with a description of any remedial action taken to mitigate any harmful effect of such incident and a proposed written plan of action for approval that describes plans for preventing any such future security incidents. 
	 
	8.3.10 The contractor shall report to the state agency’s Privacy Officer any unauthorized use or disclosure of Protected Health Information not permitted or required as stated herein immediately upon becoming aware of such use or disclosure and shall take immediate action to stop the unauthorized use or disclosure.  By no later than five (5) calendar days after the contractor becomes aware of such use or disclosure, the contractor shall provide the state agency’s Privacy Officer with a written description of any remedial action taken to mitigate any harmful effect of such disclosure and a proposed written plan of action for approval that describes plans for preventing any such future unauthorized uses or disclosures. 
	 
	8.3.11 Notwithstanding any provisions of the Terms and Conditions attached hereto, in order to meet the requirements under HIPAA and the regulations promulgated thereunder, the contractor shall keep and retain adequate, accurate, and complete records of the documentation required under these provisions for a minimum of six (6) years as specified in 45 CFR part 164. 

	8.4 Obligations of the State Agency: 
	8.4.1 The state agency shall notify the contractor of limitation(s) that may affect the contractor’s use or disclosure of Protected Health Information, by providing the contractor with the state agency’s notice of privacy practices in accordance with 45 CFR 164.520. 
	8.4.2 The state agency shall notify the contractor of any changes in, or revocation of, authorization by an Individual to use or disclose Protected Health Information. 
	8.4.4 The state agency shall notify the contractor of any restriction to the use or disclosure of Protected Health Information that the state agency has agreed to in accordance with 45 CFR 164.522. 
	8.4.5 The state agency shall not request the contractor to use or disclose Protected Health Information in any manner that would not be permissible under HIPAA and the regulations promulgated thereunder. 

	8.5 Expiration/Termination/Cancellation - Except as provided in the subparagraph below, upon the expiration, termination, or cancellation of the contract for any reason, the contractor shall, at the discretion of the state agency, either return to the state agency or destroy all Protected Health Information received by the contractor from the state agency, or created or received by the contractor on behalf of the state agency, and shall not retain any copies of such Protected Health Information.  This provision shall also apply to Protected Health Information that is in the possession of subcontractors or agents of the contractor. 
	 
	8.6 In the event the state agency determines that returning or destroying the Protected Health Information is not feasible, the contractor shall extend the protections of the contract to the Protected Health Information for as long as the contractor maintains the Protected Health Information and shall limit the use and disclosure of the Protected Health Information to those purposes that made return or destruction of the information infeasible.  If at any time it becomes feasible to return or destroy any such Protected Health Information maintained pursuant to this paragraph, the contractor must notify the state agency and obtain instructions from the state agency for either the return or destruction of the Protected Health Information. 

	8.7 Breach of Contract - In the event the contractor is in breach of contract with regard to the business associate provisions included herein, the contractor agrees and understands that in addition to the requirements of the contract related to cancellation of contract, if the state agency determines that cancellation of the contract is not feasible, the State of Missouri may elect not to cancel the contract, but the state agency shall report the contractual breach to the Secretary of the Department of Health and Human Services. 
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